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Thuc hién K& hoach s6 07/KH-UBND ngay 05/01/2018 ciia UBND Thanh
phd vé trién khai cic giai phap nham nang cao y thirc trach nhiém cong ddng khi
tham gia mdi truong mang giai doan 2018-2020, S¢ Thong tin va Truyén thong
da phdi hop don vi lién quan xay dung tai liéu “Hudng dan k§ nang khai thac
thong tin va tng xt khi tham gia moéi truong mang” (tai liéu gui kem theo cong
van nay).

Pé cong tac tuyén truyén dat hiéu qua cao, can cir tai liéu, doi tugng, cac
don vi bién soan ndi dung phu hop véi muc dich tuyén truyén.

Trong qua trinh thyuc hién, néu ¢ van dé phat sinh, dé nghi cac don vi kip
thot téng hop gui S& Thong tin va Truyén théng dé bo sung, diéu chinh. Béi voi
nhitng van d& vuot tham quyén, S& Thong tin va Truyén thong sé bao cdo, dé
xudt UBND Thanh phd xem xét, chi dao giai quyét./.@
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TAI LIEU HUONG DAN KY NANG KHAI THAC THONG TIN
VA UNG XU KHI THAM GIA MOI TRUONG MANG
(Kém theo Cong vin s6 HS./STTTT-TTPT ngay 05 thang 10 nam 2018
ciia S¢ Thong tin va Truyén thong Ha Néi)

I. Dit van dé

Internet ra doi da tao ra mdt cudc cach mang vé lién két x3 hoi va chia sé
thong tin. Khong thé phi nhan nhing loi ich ma Internet dem dén cho cong
ddng song bén canh d6 né ciing boc 16 nhitng mat trai, tac dong tiéu cuc dén doi
song tu tuong cua xa hoi. Nhing thong tin x(ic pham danh du, nhan pham, lam
anh huéng dén quyén va loi ich hop phap cia t6 chire, ca nhan, kich dong bao
lue, chia r& dan tdc, ton gido xuat hién ngay mot nhiéu trén mang. Diéu dang lo
ngai la do nhan thirc con han ché cua khong it ngudi, khi tham gia méi truong
mang da vo tinh tan phat, chuyén tai thong tin sai trai, xau doc. Tinh trang cac
thanh vién mang x4 hdi dong loat chi trich, phé phan, hay ca ngoi mét thong tin
ao khong c¢6 that, hay viéc thich (like), chia sé (share) nhiing video clip bao luc
da phan nao khién méi truong théng tin trén mang xa hoi thiéu lanh manh, ¢6
nhiing tac dong tiu cuc dén cong déng, dic biét 1a thanh, thiéu nién, hoc sinh,
sinh vién. Céac ddi tuong xXAu cling da su dung nhiéu thu doan dé 1iép can, léy
trom thong tin ca nhan, ltra dao, chiém doat tai san. Cac thé luc thu dich, phan
dong ciing da loi dung mang xa hoi dé tan phat cac thong tin xuyén tac tinh hinh
trong nudc, kich dong cac hoat dong bao loan, it do, gdy hoang mang trong du
ludn xa hoi, anh hudng dén 6n dinh an ninh chinh tri va trat tu an toan xa hoi
trén dia ban Ha Noi noi riéng va ca nudc noéi chung.

Theo théng ké mdi nhat nam 2018 ciia We Are Social, mot cong ty toan
cdu chuyén tu van va nghién ctru vé truyén théng xa hoi, tai Viét Nam c6 55
triéu nguoi s dung mang xa hoi (ding thu 7 trén thé gio1), trung binh mot
ngudi str dung mang xa hoi Viét Nam danh 2h37 phit mdi ngay cho mang xa
hoi. Diéu do cho thdy mang xa hoi ngdy cang dong mét vai tro khong thé thiéu
trong cudc song tinh than ctia nguoi Viét. Tuy nhién, khao sat cia Chuong trinh
nghién ctu Internet va Xa hoi (VPIS) cho thdy, trén mang xa hoi, ti 1é théng tin
noi xau, phi bang (61,7%); vu khéng, bia dat thong tin (46,6%); ky thi dan tdc
(37,01%); ky thi gidi tinh (29,03%); ky thi khuyét tat (21,76%); ky thi ton gido
(15,09%)... Tu thuc té trén co thé khéng dinh, viéc tao dung mdt moi truong
thong tin mang lanh manh, httu ich 1a mot nhiém vy vo cung thiét yéu, quan
trong, doi hoi nhan thuc va trach nhiém cua tat ca ching ta.

Vi vy viéc hudng dan cho nguoi st dung Internet biét cach khai thac
thong tin hitu ich, nhan dién, phan biét gitra thong tin tot - xAu, dung - sai, tur do
c¢6 hanh vi tmg xtr pht hop trén méi trudng mang, gop phan tich cuc phé phan,
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ngén chin, loai bo nhiing thong tin xau doc, chung tay tao 1ap moi truong thong
tin 1anh manh cho toan xa hoi la diéu v6 cliing can thiét trong giai doan hién nay.

I1. Nhirng kién thirc co ban cho nguoi st dung mang

1. Ky nang khai thic thong tin trén moi trweong mang

1.1. Thu thép, tim kiém thong tin

Thong tin thu thap duoc can dam bao céc yéu cau: phi hop (thdéng tin phu
hop vaoi nhu céau khai thac thong tin da dugc dat ra), chinh xéac (thdng tin duoc

cung cép bai cac cha thé, ngudn tin dang tin cdy, da duoc kiém chung hodc co
co so dé kiém ching), cap nhat (khong phai cac thong tin da c, lac hau)...

Tim kiém thong tin trén mang dugc thuc hién thong qua céc cong cu tim
kiém nhu Google, Yahoo, Bing, Céc Céc... Viée xac dinh cac tir khoa tim kiém
(tlr khod xac dinh mot phén hodc toan bo ndi dung can tim kiém), su dung cac
ky ndng tim kiém nhu dua ndi dung tim kiém vao trong dau “”, st dung céc toan
tr tim kiém (+, -, and, or...), tim kiém theo dinh dang file (.doc, .pdf...), tim
kiém theo website... s& ning cao hiéu qua cua cong cu tim kiém, két qua tim
kiém khoéng dan trai.

Trén co s& két qua, muc dich, pham vi tim kiém dé danh gia va chon loc
thong tin phu hop, tin cdy. So sanh, dbi chiéu, im cac diém mau thuan gitra cac
ngudn thong tin dé chon lua két qua tét nhét.

1.2. Nhén dién, ki¢m chirng thong tin

Nhan dién, dénh gia, chon loc thong tin trén moi truong mang dong vai tro
quan trong vi nd gilp ta tranh tiép can, tan phat nhiing thong tin gia mao, xau,
doc. Khi tiép can thong tin trén méi truong mang, ngudi sir dung can xac minh
cac thong tin co ban sau day:

- Kiém chung ngudn tin: Céc ngudn tin c6 dam bao cao 1a ngudn tin tir cac
trang/cong théng tin chinh thic cua céc co quan Pang, Nha nudc; cac bao dién
tr, trang thong tin dién tir tong hop, mang xa hoi di dugc céc co quan chirc nang
cap phép.

- Kiém tra su dong nhét giira tiéu dé va ndi dung tranh cac bai viét giat tit
dé “cau view”, trong khi thong tin khong lién quan. Théi quen doc ludt co thé
khién nguoi st dung trd thanh nan nhén cua tin tire gia hay lua dao.

- Kiém tra thoi diém dang phét thong tin: dé tranh viée tac gia st dung bai
viét cii réi dan mdc thoi gian méi hodc ¢ tinh map mo vé thoi gian nham thu
hit sy quan tdm cua ngudi doc. Viée kiém tra, xac minh thoi diém dang phat va
thoi diém dién ra thong tin giup nguoi sir dung tranh duogc truong hop bi “l4i”
theo muc dich cua nguoi phat tan thong tin.




- Kiém tra video clip va hinh anh trong bai viét: Nguoi str dung can kiém
tra, xac minh cac video va hinh anh duogc ngudi viét dang tai kém theo ndi dung
thong tin dé tranh truong hop céc video va hinh anh duoc su dung khong lién
quan dén ndi dung ma tac gia dé cap. Vi du: Bai viét v& 6 nhiém bién mién
Trung nhung sir dung hinh anh ca chét ¢ hd Mona, bang Michigan - Hoa Ky.
Can can nhic yéu td ban quyén, dong thoi kiém tra do xac tin, tranh dé bi déi
tuong x4u dan dat, tin sai 1éch.

- Kiém tra thong tin trong truong hop ¢6 nghi ngd thong tin dang tai khong
chinh xac:

+ Truong hop nguoi sir dung nghl ngo thong tin dugce dang tai khong chmh
xac, can kiém chung lai thong tin bang cach tra ctru thong tin ta1 cac ngudn tin
khéc trén moi trudng mang. Ngoai ra, can kiém tra thong tin néu d6 la théng tin
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“néng”, “giat gan” nhung lai 1a ngudn tin duy nhat.

+ Mot sb trang thong tin dién tir dang ky tén mién gan gidng, nham muc
dich gay hiéu lam vdi cac trang thong tin dién tir dang tin cay, co nhleu nguoi
truy cap, vi du nhu baomoi.com (trang dugc co quan cé tham quyén cap phép)
va baomoi.me (trang tin c6 may chu nudc ngoai khong dugc cap phép).

2. Nguyén tic ing xir khi tham gia méi trrong mang

Khi tham gia méi truong mang nguoi su dung can luu y mot so nguyén tac sau:

Nén:

- Lan toa nhirng théng tin, hinh anh t6t dep vé cac hoat dong xa hoi, hoat
dong tinh nguyén vi cong dong, phé phan nhiing cai xau, bi€u hién léch lac,
hudng tdi thong diép nhan van, xdy dung van héa nguoi Ha Noi thanh lich, van
minh.

- Thé hién su tén trong cong dong trong giao tiép, tmg Xir trén moi trudng
mang.

- Sr dung ngon ngir dam bao gilr gin sy trong sang cua tiéng Viét, khong
str dung ngon ngir lai cang, tuc tiu, ca bi¢t va mang xu hudng bao luc.

- Chi dang, phat thong tin rd ngudn, théng tin da duoc kiém ching, thong
tin khong vi pham phap luat.

- Sir dung chinh danh khi tham gia méi truong mang. Hanh vi mao danh ca
nhan, to chire dé lap cdc tai khoan, dang, phat, chia sé, truyén dua thong tin sai su
that nham boi nho, ha uy tin nguoi khac va truc lgi la vi pham phap luat.

- Nguoi str dung thong tin trén mang ¢6 trach nhiém tim hiéu, trau doi, bo
sung kién thirc van hoéa, phap luat, ren luyén k§ nang tu bao vé minh khi tham
gia mOl truong mang.



- Tu bao vé mat khau cd nhan, tuyét doi khong chia sé cho nguoi khac.

- Quan ly, kiém soat chat ché danh sach ban be. Than trong, tim hiéu ky
théng tin trude khi két ban hodc tham gia cdc hoi, nhom trén mang xa hoi. Huy
két ban v6i nguoi khac, hiy tham gia nhém khi cam thay thong tin cta ngudi,
nhom d6 khong phu hop vai loi ich cong dong.

- Chu dong nhan dién thong tin, khi phat hién théng tin vi pham trén moi
truong mang can luu lai chimg ctr, dong thoi théng bao véi don vi cung cép dich
vu mang va co quan chirc nang dé kip thoi giai quyét. Nguoi phat hién thong tin
vi pham ¢6 thé lién hé truc tiép cho don vi cung cép dich vu qua s6 dién thoai
duong day ndong (hotline), hop thu (email)... dang tai trén trang tin, hoac su
dung cac tinh ning béo céo (report) san c6 trén trang tin dé théng bao cho quan
tri trang tin nhitng ndi dung khéng pht hop dé kip thoi xu ly.

- Cén bo, cong chire, nguoi lao dong, hoc sinh, sinh vién thanh phd Ha Noi
can guong mau, chuan muc khi tham gia méi truong mang. Str dung mang xa
hoi dé thong tin tuyén truyén cac chi truong chinh sach ctia Dang, phap luat cua
Nha nuée, muc tiéu phat trién kinh té, xa hoi ctia Thu do; gidi thiéu, quang ba
hinh anh, lich s, dia ly, su phat trién kinh té - xa hoi ciia Thu do t6i ban beé
trong va ngoai nudc; tuyén truyén guong nguoi tot, viée tot, dién hinh tién tién,
xdy dung ngudi Ha Néi thanh lich, van minh; tuyén truyén, van dong nhan dan
chap hanh cac quy dinh cua phap luat vé hoat dong quan ly, cung cép, str dung
thong tin trén moi trudng mang; tham gia du tranh, phan béc céac luan diéu sai
trdi, thong tin sai su that; khong phét ngdn tuy tién, bay to quan diém phién dién
trén mang xa hoi, trang ca nhan hodc dang, phat thong tin quan diém trai nguoc
véi quan diém chung cua co quan, to chirc noi minh dang lam viéc, tranh anh
huong t6i uy tin, hinh anh cua to chire, co quan; khong dang, phat thong tin
thudc danh muc bi mat nha nudc 1én mdi trudng mang.

Khong nén:
- Khéng 1ap nhom, 1ap hdi dé ndi xau, cong kich lan nhau.

- Khong dang tai, chia sé¢ thong tin c¢6 thé gdy xuc pham, lam mat uy tin,
danh du ca nhan ctia ngudi khéc hodc lam anh huéng quyén va loi ich hop phap
ctia to chure, ca nhan. Khong khai thac trai phép dit lidu ca nhan cua ngudi khée
cho muc dich thuong mai, hodc cac muc dich khac.

- Khong “vao hua” thco dam dong chia sé (share), nhan xét, ph¢ binh trudc
mot thong tin, su ki¢n khi chua hiéu rd vé vu vi¢e do, hoac khong cé can cir dé
khang dinh su kién d6 1a cé that. Khong co sty, tiép tay cho cac trao luu Iéch

lac, thiéu van hoéa, gay phan cam, bi xa hoi 1én an nhu trao luu “boc phét”, “tung
clip nhay cam”, “du like la lam”...



- Khong dua thong tin bia dit, gdy anh huong dén trat tu an toan xa hoi,
gay kich dong bao luc, phan biét dan toc, ving mién, gidi tinh, ton gido, hinh
anh trai thuan phong my tuc Viét Nam, thong tin vi pham phép luéat.

- Khong str dung nhimg tmg dung khoéng rd ngudn gde dé tranh bi lam
phién boi cdc tin réc hay bi ldy cép thong tin tai khoan. Khong mé tép tin (file)
dinh kém hay duong dan (link) duoc giri tir nguoi la bai chiung ¢6 thé chira noi
dung x4u hodc tan phat ma doéc lam hong thiét bj va danh cép théng tin tai
khoan. Tuyét déi khong tan phat tp tin tir cac email co dia chi khong tin cay
hodc chia sé “bom” thu, thu “rac” té1 nguoi khac.

III. Trach nhiém cia cong ddng trong xiy dung moi trueong mang hiru
ich, lanh manh

1. Trach nhiém cta ngudi siv dung, cung cap thoéng tin trén mang
Internet

C6 trach nhiém khi dang tai, binh luan, chia s¢ thong tin trén mang. Dua
nhling thong tin co6 ich, khong dang tai nhiing théng tin tiéu cuc. Khong binh
ludn, chia sé khi chua co can cir khang dinh thong tin d6 la chinh xac, nhét la
nhiing théng tin ¢ thé anh hudng ti quyén va loi ich hop phép cta t6 chirc, c4
nhan.

Dau tranh, phan bac nhiing théng tin x4u, doc anh hudng dén loi ich dan
toc, dat nude, thanh phd Ha Noi. Phé phan, gép y véi nhing hanh vi tng xu
thiéu van héa, hudng téi xay dung céng dong mang lanh manh, hitu ich.

2. Trach nhiém cia to chirc, doanh nghiép cung cip dich vu trén méi
trueong mang

- Tuén tht quy dinh phap ludt vé quan ly, cung cép va sir dung thong tin trén
mang internet; tang cuongD quan ly thong tin nguoi su dung dich vu, quan ly n01
dung thong tin cung cdp trén mang xa hoi theo quy dinh ta1 Nghi dinh $6
72/2013/ND-CP ngay 15/7/2013 cua Chinh phti vé quan ly, cung cap, st dung dich
vu Internet va thong tin trén mang; Nghi dinh s6 27/2018/ND-CP ngay 01/3/2018
cia Chinh phi stra doi, bé sung mot sé diéu cua Nghi dinh s6 72/2013/ND-CP
ngay 15/7/2013 cua Chinh phu vé quan ly, cung cdp, st dung dich vu Internet va
thong tin trén mang va cac quy dinh phap luat khac co lién quan.

- Tang cudng cac giai phap vé k¥ thuat, co bién phap bao mat théng tin
riéng, thong tin ca nhan cua nguoi str dung, bd tri doi ngili nhan su quan Iy thong
tin dam bao giam sat chat ché viée cung cdp, chia sé thong tin; phat hién, kip
thoi ngan chin, loai bo cac thong tin ¢é thé gay anh huong dén quyén va loi ich
hop phap cua t6 chirc va ca nhén, cac hanh vi vi pham phap luét khac trén moi
truong mang.



- Thiét 1ap co ché lién lac don gian, thuén tién, san sang dé ngudi str dung
phan anh vé cac ngudn phat tan thong tin vi pham phap luat.

- Nang cao y thuc trach nhiém cong déng, dao dic trong viée cung cép,
quan ly va st dung thong tin trén moi truong mang. Tang cudng trach nhiém
trong quan ly thong tin trén céc dién dan do don vi minh cung cap dich vu. Dam
bao cac dién dan hoat dong diing muc dich, tuan thu quy dinh cta phap lut.

- Chu dong tang cudng cong tac tuyén truyén trén mang xa hoi cac chu
truong chinh sach cia Nha nudc va Thanh pho, gop phan nang cao y thuc trach
nhiém cong dong khi tham gia moi truong mang.

- Phéi hop chat ché véi cac co quan quéan ly nha nudce cé tham quyén trong
qué trinh quan ly, cung cap va st dung thong tin trén mang internet, ndng cao
nang luc quan ly, thiét 1ap va van hanh hé thong thu thap, tong hop thong tin, kip
thoi phat hién cac ngudn phat tan thong tin vi pham phap luat trén mang dé hd
trg co quan chte nang trong viée theo doi, xu ly. Cung cap thong tin ca nhan cua
nguoi st dung co lién quan dén hoat dong khung b, t6i pham, vi pham phap
lut khi ¢6 yéu cau cua co quan c6 tham quyén.

- Xay dung va nang cap chét luong cac dién dan hién c6. Lam t6t cong tac
dinh huéng du ludn trudc nhitng su kién, thong tin tiéu cuc. Diu tranh Vi
nhiing thong tin xau, doc; chia sé, khuyén khich nhiing luéng thong tin lanh
manh, tich cuc.

3. Triach nhiém cia co quan quan ly nha nudc

Tang cuong cong tac quan ly nha nudce trong hoat dong quan ly, cung cap,
str dung dich vu internet va thong tin trén mang. Kip thoi tham muu dé xuat xay
dung, diéu chinh, bd sung co ché, chinh sach nhim dam bao su phét trién lanh
manh, bén viing cua cac don vi cung cép dich vu thong tin trén mang noi chung
va mang xd hoi noéi riéng. Co giai phap ky thuat va ché tai ¢t manh dé phat hién
va xtr ly cac trudng hop c6 tinh dua nhing thdng tin gia mao, xau doc 1én mang
xa hoi, tac dong ti€u cuc dén cong déng.

Pay manh cong tac thong tin tuyén truyén, nang cao nhan thirc, nang luc va
pho bién k¥ niang cho cha, me, nguoi cham soc tré em, nha trudong, gido vién, co
quan, to chirc ¢6 lién quan vé loi ich, cling nhu nhig tac dong tiéu cuc cla
thong tin x4u, doc trén mang internet dbi voi thanh, thiéu nién, hoc sinh, sinh
vién; cach thic phong ngua, ngan chan hanh vi xam hai tré em trén moi truong
mang theo quy dinh cta phap luat vé cong nghé thong tin, an toan thong tin va
cac linh vyc ¢6 lién quan.

T chire tap huén nghiép vu va phd bién gido duc phap luét cho doi ngil cdn
bo chuyén trach quan ly vé thong tin dién tir thudc cac So, ban, nganh, quan,
huyén, thi xa; phdi hop cac don vi lién quan trién khai hoat dong phd bién giao




duc phép luat phu hop véi ting ddi tuong cu thé nhu: can bd cong chire, vién
chire, ngudi lao dong thude cac co quan nha nude Thanh phd, doi ngii can bo
gido vién lam cong tac quan ly hoc sinh, sinh vién, doan thanh nién, hoc sinh,
sinh vién, cac don vi cung cép dich vu mang xa hoi, trang thong tin dién tu.

Tang cudng cong tac thanh tra, kiém tra, giam sat viéc quan ly, cung cap,
sir dung théng tin trén moi trudng mang, biéu duong nhitng don vi, c4 nhén thuc
hién tot cac quy dinh cta phap luat trén moi trudong mang, chén chinh cac sai
pham va xur 1y nghiém céc trudng hop ¢6 tinh vi pham.

Moi truong mang noi chung, mang xa hoi noi riéng la phuong thirc truyén
thong mai cua xa hoi hién dai. Do do, can xay dung van héa ung xt phu hop,
trang bi kién thuc can thiét dé nguoi sir dung thong tin trén mai trudng mang cé
thé tu sang loc, tiép nhan thong tin hiru ich, chinh théng, nhan dién thong tin Xau
doc, tinh chét nguy hai cua thong tin xau, doc doi v6i ca nhan va xa hi, chu
dong béo céo voi nha cung cap dich vu, co quan chic nang dong thoi chii dong
dau tranh, ngin chan su lan toa cta théng tin vi pham phap luét, gop phan lanh
manh hoéa thong tin trén moi trudng mang./.
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